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  Summary
As  repositories  of  various  shapes  and  sizes  continue  to  appear  across  the  digital  preservation 
landscape, means are urgently required to facilitate their evaluation. In what remains an immature 
discipline there are seldom any assurances of the viability of individual preservation infrastructures, 
and a pragmatic, risk-averse approach is critically important. The Digital Repository Audit Method 
Based on Risk Assessment (DRAMBORA) provides repository administrators with a flexible self- 
audit methodology and online tool, facilitating the validation of their objectives and methods and 
the management of intrinsic and extrinsic threats. This article introduces DRAMBORA, outlining 
its respective strengths and describing where it fits into a wider evaluation context.
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published by UKOLN at the University of Bath and is a publication of the Digital Curation Centre.
Bringing Self-assessment Home   131
Introduction
Digital repositories are a manifestation of complex organizational, financial, legal, 
technological, procedural, and political interrelationships. Accompanying each of these 
are innate uncertainties, exacerbated by the relative immaturity of understanding 
prevalent within the digital preservation domain. Recent efforts have sought to identify 
core characteristics that must be demonstrable by successful digital repositories, 
expressed in the form of check-list documents, intended to support the processes of 
repository accreditation and certification. In isolation though, the available guidelines 
lack practical applicability; confusion over evidential requirements and difficulties 
associated with the diversity that exists among repositories (in terms of mandate, 
available resources, supported content and legal context) are particularly problematic. 
A gap exists between the available criteria and the ways and extent to which 
conformity can be demonstrated. 
The Digital Repository Audit Method Based on Risk Assessment (DRAMBORA) 
is a methodology for undertaking repository self- assessment, developed jointly by the 
Digital Curation Centre (DCC) and DigitalPreservationEurope (DPE). DRAMBORA 
requires repositories to expose their organization, policies and infrastructures to 
rigorous scrutiny through a series of highly structured exercises, enabling them to 
build a comprehensive registry of their most pertinent risks, arranged into a structure 
that facilitates effective management. It draws on experiences accumulated throughout 
18 evaluative pilot assessments undertaken in an internationally diverse selection of 
repositories, digital libraries and data centres (including institutions and services such 
as the UK National Digital Archive of Datasets, the National Archives of Scotland, 
Gallica at the National Library of France and the CERN Document Server). Other 
organizations, such as the British Library, have been using sections of DRAMBORA 
within their own risk assessment procedures. 
Despite the attractive benefits of a bottom-up approach, there are implicit 
challenges posed by neglecting a more objective perspective. Following a sustained 
period of pilot audits undertaken by DPE, DCC and the DELOS Digital Preservation 
Cluster aimed at evaluating DRAMBORA, it was stated that had respective project 
members not been present to facilitate each assessment, and contribute their objective, 
external perspectives, the results may have been less useful. Consequently, 
DRAMBORA has developed in a number of ways, to enable knowledge transfer from 
the responses of comparable repositories, and incorporate more opportunities for 
structured question sets, or key lines of enquiry, that provoke more comprehensive 
awareness of the applicability of particular threats and opportunities.
In Search of Means to Engender Trust
Those within the Digital Curation profession charged with information 
stewardship responsibilities have long sought to establish trustworthy means to 
manage, preserve and ensure the accessibility of digital materials. The contemporary 
domain landscape suggests that information repositories are likely to play a role of 
considerable importance in the pursuit of assurances of trustworthiness. Recent events 
suggest that decentralization will be part of a natural progression. Within the UK, the 
decision taken by the Arts and Humanities Research Council (AHRC) in 2007 to 
discontinue the funding of its Arts and Humanities Data Service (AHDS) appeared to 
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be based on an assertion that local repository infrastructures could together provide 
similarly adequate preservation services. In order to legitimize such decisions, it is 
essential that the community has appropriate mechanisms available to support 
repository assessment. Trustworthiness as a concept has wide-reaching implications, 
and influences relationships both internal and external to the repository. Management, 
staff, financiers and partners must all be satisfied that their efforts are capable of 
meeting formal expectations. Similarly, information creators, depositors and 
consumers are naturally interested in obtaining similar assurances of the competencies 
of the organisations providing maintenance, preservation and dissemination services. 
On what grounds the AHRC decided that institutional repositories were equipped to 
continue to do the work previously undertaken by the AHDS remains unclear. 
Nevertheless, having acknowledged through years of prior investment the importance 
of information preservation, it is inconceivable that the decision can have been taken 
without due consideration of the respective capabilities and suitability of both the 
AHDS as it did exist, and the alternative environments which now appear to have 
inherited preservation responsibilities.
A number of mainstream reference materials are now available to support the 
assessment of digital repository environments. Considerable work has been undertaken 
to develop audit check-lists that will eventually provide an intellectual basis for 
awarding certification to sufficiently capable repository service providers. There are 
two principal examples currently available. 
Released in 2007, the Trustworthy Repositories Audit and Certification (TRAC) 
Criteria and Check-list (Center for Research Libraries & RLG OCLC Programs, 2007) 
was developed by a consortium jointly overseen by the US National Archives and 
Records Administration (NARA) and the Research Libraries Group (RLG) (prior to its 
absorption within OCLC), and is now maintained by the Center for Research Libraries. 
TRAC describes approximately 90 characteristics that must be demonstrable by 
repositories that aspire to a certifiable, trustworthy status. 
The second example, also released last year, adopts a more regionally specific 
focus. The nestor Catalogue of Criteria for Trusted Digital Repositories (nestor 
Working Group,.2006) was developed in Germany by the Network of expertise in 
Digital long-term preservation (nestor). Structured similarly to the TRAC document, 
this provides examples and perspectives that are more representative of a German 
operational, legal and economic context. Both TRAC and nestor are examples of a top-
down assessment philosophy. Both seek to define an objective consensus of the 
priorities and responsibilities that should exist within any repository environment 
(albeit, in nestor’s case, mainly limited to Germany). To adopt only this perspective is 
to some extent counter-productive, since it implicitly disregards the great variety that 
is visible across contemporary digital repository platforms. Diversity in terms of 
funding, scale, legislative responsibilities and restrictions, content types, technology, 
and policy are identifiable in even a localized sample. Given this landscape, 
generically defined criteria are difficult to conceive; if expressed too vaguely they tend 
to lack meaning, but if too specific will be rendered irrelevant for a significant 
proportion of potential users. 
Feedback from the repository community has demonstrated that such concerns do 
exist. Although each of these check-lists was developed by diversely assembled 
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individuals committed to reflecting existing good practice (and not to mandate novel or 
theoretical approaches to preservation), the calls of “this bit doesn’t apply to me” from 
repository practitioners have been consistently audible. In several cases this reflects 
short-sightedness on the part of those working within the repositories; criteria have 
been painstakingly phrased to ensure their flexibility, and facilitate optimal general 
applicability. But nevertheless, it is evident that within the community there is the need 
for a more tailored assessment solution that takes into account atypical repository 
qualities, as either a companion piece, or alternative, to the existing guidelines. 
The Digital Repository Audit Method Based on Risk Assessment (DRAMBORA) 
(Digital Curation Centre & DigitalPreservationEurope, 2007) developed by the Digital 
Curation Centre and DigitalPreservationEurope is designed to meet this gap. It adopts 
a bottom-up approach, enabling repositories to relate their benchmarks for success 
more explicitly to their own aims and contextual environment. Capable of being used 
both independently and in association with more objective guidelines, DRAMBORA 
describes a formalized process that encourages repositories to consider and document 
their mission, objectives, constraints and activities, before deriving, expressing and 
planning to address the fundamental challenges that threaten overall success.
General Repository Characteristics
The developers of DRAMBORA met with the creators and administrators of the 
TRAC and nestor criteria check-lists in early 2007 with a view to formalizing the 
repository problem space, in order to ensure that each of the three efforts remained 
compatible, and capable of generating comparable results. Despite the difficulties 
associated with determining an objective and universally reflective perspective of 
“digital repositories”, the benefits in undertaking this exercise were clear. An accepted 
understanding of what digital repositories actually are is a necessary precursor to any 
work that seeks to determine their effectiveness. 
Adopting a broad view that echoes the work undertaken by RLG/OCLC in their 
seminal 2002 “Trusted Digital Repositories – Attributes and Responsibilities” 
(RLG/OCLC Working Group, 2002), ten general principles of repositories 
(CRL/OCLC/NESTOR/DCC/DPE, 2007) have been conceived, capable of 
encapsulating all the organizations and organizational components that could be 
subject to assessment using the assembled groups’ respective tools. In isolation, the list 
of principles is insufficient to support assessment but nevertheless provides a structure 
that informs the processes and outcomes of TRAC, nestor and DRAMBORA, and 
contributes to their compatibility.
The ten principles, which should be demonstrable by organizations claiming 
digital repository status, and therefore suited to assessment using these tools, are:
1. Mandate & Commitment to Digital Object Maintenance;
2. Organizational Fitness;
3. Legal & Regulatory Legitimacy;
4. Efficient & Effective Policies;
5. Adequate Technical Infrastructure;
6. Acquisition & Ingest;
7. Preservation of Digital Object Integrity, Authenticity & Usability;
8. Metadata Management & Audit Trails;
9. Dissemination;
10. Preservation Planning & Action.
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Clearly the coverage of these principles extends more broadly than to simply 
technology, and issues of organizational competence, legal legitimacy and adequacy of 
policies are all similarly prioritized. From an object management perspective, 
mappings can be identified between the principles’ explicit requirements with the 
functional model described in the Reference Model for an Open Archival Information 
System (Consultative Committee on Space Data Systems [CCSDS], 2002). The 
DRAMBORA process presupposes no additional characteristics of any audited digital 
repository, other than these ten principles.
The Perils of Objectivism
As alluded to previously, there are considerable difficulties associated with the 
generalization of optimal repository characteristics. The most fundamental problem is 
that to do so equates to an assumption that all repositories share a singularity of 
purpose, and that their priorities are uniform, irrespective of where or why they exist. 
But the diversity evident within repositories, manifested in terms of (among other 
things) mandate, available resources, supported content and legal context, is also 
identifiable in the ways that success can be demonstrably realized. Listing blue-sky 
criteria for digital repositories is a valuable process; TRAC and nestor are both 
compelling reference materials, selection boxes for organizations seeking to develop 
new repository features, or to subject their existing infrastructures to gap analyses. 
However, both of these criteria check-lists are expressed in necessarily vague 
terms, and it is therefore quite challenging from the perspective of repository 
practitioners to understand how conformity might be adequately measured. Both 
documents are intended to address an apparently growing demand from the repository 
community, and repository users, for a formalized system of repository audit and 
certification. In fact, the two terms, ‘audit’ and ‘certification’ have been synonymised 
far too frequently in discussions within the preservation environment, and rarely has 
either one been given appropriate dedicated consideration, in isolation from the other. 
Considerable value can be found in taking each in turn and considering its respective 
dependencies and the infrastructures necessary to adequately support it. The latter, the 
process of certification is well served by documents such as TRAC and nestor. The 
conferment of a universally acknowledged recognition of success presupposes the 
availability of an objective benchmarking mechanism. One cannot compare apples to 
oranges, and similarly a certification process that is based variably upon the specific 
issues associated with individual repositories would immediately sacrifice its weight of 
legitimacy. The discussion of whether or not certification is indeed a high priority 
within the preservation community is separate, and will no doubt continue for some 
time. But the most compelling benefits of certification, and the most obvious 
stakeholders within such a process, will almost all demand comparability of results to 
enable an objective view of individual repositories’ successes in a wider context.
In contrast, the audit process, although an essential precursor to the award of 
certification, is quite distinct in terms of its requirements. Best practice guidelines and 
check-lists provide an undoubtedly useful intellectual foundation upon which to 
construct an audit, but in their current form, neither TRAC nor nestor’s documents 
provide, in explicit or implicit terms, a sufficiently tangible structure for determining 
where conformity and success actually exist. Neither offers sufficiently detailed 
insights into the mechanics of the audit. Which individuals should be involved? What 
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